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COVID-19: The Largest Cyber-threat Ever

Work from home (WFH) has disrupted standard security
Making possible new perils and threats
Fear and concern makes COVID a lure

|solation creates many new needs

Attacks coalesce on the opportunities

3 | om20ms maraimatmes O HUB | SPEARTIP



In the News

Phishing with COVID lures is up 667%
Ecommerce fraud on N95 masks, 400%

One week if Interpol: 2,000 online links advertising
COVID items. Seizure of 34,000 counterfeit masks and
“coronavirus medicine”

Fake cure takedowns of Iron Man and Alex Jones
Attacks on HC providers and personnel: HHS, IL, etc.
Payment-fraud campaigns regarding CARE-Act funds

Chinese military’s APT 41 exploiting the crisis to attack
businesses

US consumers have lost $5 million to coronavirus
scams, according to the FTC

80% of all the attacks have something to do with the
pandemic, says Proofpoint

© 2020 HUB International Limited.

COVID-19 Related Threats in Q1 2020

907K

Total spam messages related to COVID-19

737 48K

Detected malware Hits on malicious URLSs
related to COVID-19 related to COVID-19

220K 260%

Increase in malicious

URL hits from Feb to
March 2020

United States

Top location for spam and malware detections,
and users accessing malicious URLs

Increase in spam from
Feb to Mar 2020

O HUB | SPEARTIP



Agenda

1
2
3
4

Are WFH employees and computers covered for cyber
protection?
What perils can cause disruption or losses?

How can firms secure themselves?

Questions and answers

© 2020 HUB International Limited.




The Post COVID-19 Cyber World

The attack surface of networks is completely different

Networks have become completely distributed

Network monitoring and log-based security
don’t protect work from home networks

Endpoint visibility and protection is ideal but
not everyone has or can afford it

O HUB | SPEARTIP
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Risk-solution Stack

- Qutsource
- |P Blacklists

Avoid

- Firewalls
- Emaill filters

Prevent

- Intrusion detection
- Continuity plans

Mitigate

- Contracts
- lnsurance

Transfer

N - O HUB | SPEARTIP



Insurance

Privacy triggers Required Bring Your Own Device (BYOD) policy

o Statutes and laws Privacy Breach:

o Contracts: NDAs (a) the unauthorized collection, disclosure, use, access,
destruction or modification of Private Information; (b) the inability
to access or failure to provide Private Information; (c) the theft or
loss of Private Information, including the theft or loss of Private
Information stored on an unsecured Data storage device or mobile

Security triggers = :
or handheld device, including any smartphone, tablet or laptop

o Your computers and network which is owned by You and operated by an Insured, or owned and

o Your leased cycles and wares operated by an Employee or Executive who has agreed in writing

o Your phones and notebooks to Your corporate mobile device acceptable use and security
policy (also known as a “Bring Your Own Device” policy);

A O HUB | SPEARTIP
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Threat: Phishing

Over the past month, 100,000 new o
domain names containing COVID, Free tests and training

corona, and virus. o Google phish test:
50% are malicious

o Trend Micro:

“Spoofed"” websites used for phishing
credentials rose by 350% since
January to more than 500,000

o Media Pro:

Sources: ICANN, Atlas VPN
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https://phishingquiz.withgoogle.com/
https://phishinsight.trendmicro.com/en/
https://www.mediapro.com/free-course-stay-secure-work-from-home/
https://www.mediapro.com/free-course-stay-secure-work-from-home/
https://www.mediapro.com/free-course-stay-secure-work-from-home/
https://www.mediapro.com/free-course-stay-secure-work-from-home/
https://www.mediapro.com/free-course-stay-secure-work-from-home/
https://www.mediapro.com/free-course-stay-secure-work-from-home/
https://www.mediapro.com/free-course-stay-secure-work-from-home/
https://www.mediapro.com/free-course-stay-secure-work-from-home/
https://www.mediapro.com/free-course-stay-secure-work-from-home/
https://www.mediapro.com/free-course-stay-secure-work-from-home/
https://www.mediapro.com/free-course-stay-secure-work-from-home/
https://www.mediapro.com/free-course-stay-secure-work-from-home/
https://www.mediapro.com/free-course-stay-secure-work-from-home/

Threat: Spam

) Corona Virus Latest Updates - Mozilla Thunderbird
Eile Edit Yiew Go Message Jools Help

[ Get Messages v /" Write OQChat R AddressBook | © 7y v spam email 94.9%
" Ministry of Health News Porta! <D < 1 o BEC

¢t Corona Virus Latest Updates

-y

Malicious URLs 5.0%
Good day. o Malicious domains

Given the changing dynamics of the outbreak in China and globally, and recognizing we are in the midst of influenza
has been in China especially in Hubei province to consider staying home and keeping their children home until 14 d

visit to Hubei Malwal'e 0. 1 %

Monitor yourself, relative and your children closely for symptoms, and if any symptoms arise, connect with your pr O TI‘O] an
health office or call 811. This is an important way to reduce the possibility of transmission of lliness to others

o Ransomware

We remain in regular contact with Chinese government and the province and are monitoring the situation closely, at
informed of new developments

Kindly view and share the attached for latest updates and advice from the province, while we will continue to keep you informed of new
developments

Please note, if you are unsure of the origin of an external email please exercise caution before clicking on links or opening attachments.

Sources: TrendMicro

) 1 sttachment: Coronavirus Latest update.dat

e

12 © 2020 HUB International Limited. o HUB ‘ Sl)EAIQT‘llDG



Ways to Protect Against Email Threats

Leverage cloud-based spam filters for emaill

Mark external email with a warning

Harden the human firewall with training

Stop homograph attacks with Al

13 © 2020 HUB Internat ional Limited. o HUB ‘ Sl)EAIQT‘llDG



Threat: Websites

World Health

By
) Hea
¥~ Organization

b by
Yy

#
. I A
oy L

Verify your account details to download the COVID-19 safety measures. )
rs for Disease Control and Prevention

7.5

Saving Lives, Profactng Peoplo™

COVID-19 SAFETY PORTAL ‘

'.m Griil 08ze308 vooo Aol
Login

Sign in with your company email to get on
- - e e e - - CDC waitlist
To ACCess your account, please enter your mobile phone numbe

Phone Mumber:

Email:

Password

14 © 2020 HUB International Limited.
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Threat: Websites

Enter Your Post Code To
Apply for COVID-19 Relieve

NHE COVID D Relieve system,

Enter apostcode

For example SWIA 240

‘What youneed to know

+ Relieve coverage 5o far

s this page useful? Yex Nz

Related content
Coune

Gheskyaur Cauncil Tax band

Explore the topic

Council Tax

Services and information

anefits Education and learning

i, dealbe, pian anes and care

amployed Emiranment an

Enter your card detals - GOV.LK X =

&« C @ hot

Departments and policy

Home > Housing.and logalservices > Council Tax

Westminster City Council

Enter your card details to continue,

Name on card

Card number

Related content

Jr Council Tax band

Explore the topic
Council Tax

15 © 2020 HUB International Limited.

@ Die Seite kann nicht angezeigt werden.

Die gewinschte Seite ist zurzeit nicht verfigbar. Méglicherweise
sind technische Schwierigkeiten aufgetreten oder Sie sollten die
Browsereinstellungen Gberprifen.

~

Klicken Sie auf Extras und anschliefend auf
“Diag von Yerbindungsprobl ", um zu
versuchen, die Netzwerkprobleme zu beheben.

andere Optionen, die Sie versuchen kénnen:

e Klicken Sie auf [2) Aktualisieren oder wiederholen Sie den
Yorgang spéater.
Falls Sie die Adresse der Seite manuell in der Adressleists
eingegeben haben, stellen Sie sicher, dass die Adresse
keine Tippfehler enthalt,
Klicken Sie auf Extras und dann auf Internetoptionen,
um die Einstellungen fir die Verbindung zu dberprifen.
Wahlen Sie die Registerkarte Yerbindungen, und klicke
Sie auf Einstellungen. Stellen Sie mit Hilfe des
Netzwerkadministrators oder Internetdienstanbieters sichg
dass die derzeitigen Einstellungen richtig sind.
Stellen Sie fest, ob die Internetverbindungseinstellungen
ermittelt werden. Microsoft Windows kann das Netzwerk
dberprifen und automatisch nach Einstellungen fiir

# _) LocaIService. H 5 AUTOEXEC.2ip
() MetworkService

# |0) fcDedébbadfebcS7d25e5ab70b
12 Install

,Zcinunst!

BOSARTIGE WEBSEITE BLOCKIERT

avast! Netzwerk-Schutz hat eine schadliche Webseite oder Datei blockiert.

Objekt: http://google.com;
Infektion:  URL:Mal
Prozess: C:\Programme\Internet Exploreriiexplore.exe

Weitere Details... > >

Die Datei als Fehlalarm melden

O HUB | SPEARTIP



Threat: Domain names

Janaury -

0 5,000 10,000 15,000 20,000 25,000 30,000 35,000 40,000

m United State m Japan m Germany m France
m Taiwan m United Kingdom mVenezuela mIndonesia _

. . Sources: TrendMicro
® India m Australia m Otherws

16 © 2020 HUB International Limited. o HUB ‘ Sl)EAIQT‘llDG



Ways to Protect Against Website Threats

Filter network to block harmful websites or needless nations
Users should avoid embedded links. Go directly or via search

Provide links to legitimate COVID-19 resources

Warn users about fake websites and campaigns

17 © 2020 HUB International Limited. o HUB ‘ Sl)EAIQT‘llDG



Threat: Malware

200,000,000 4
m Total Malware
?IIII.IIIIIII.IIIIIII
200,000,000 4
500,000,000
400,000,000 A
300,000,000

200,000,000 4

100,000,000

Sources: Wikipedia and Heimdal Security

T T T 1 1 1 1 1 1 1
— M T ) B T Y ¥ T e D S« o o T o B A O A e I ) i
e e e | c o020 CcCc 0 o8 ddddddddd
& o =2 0 00 0 0 0 & ===
— o~ L I o o B o A o I I A ]
Last update: 03-01-2018 11:58 Copyright @ AV-TEST GmbH, www.av-test.org

18 © 2020 HUB International Limited. o HUB ‘ Sl)EAIQT‘llDG



Threat: Malware

@ Coronavirus COVID-19 Global Cases by the Center for Systems Science and Engineering (CSSE) at Johns Hopkins University (JHU) =

— mm ( Total Deaths
i =[5

4,718

3,056 deaths
Hubei China Hubei China

Total Confirmed

827 deaths

Confirmed Cases by Country/Region
Italy Iran

/Sovereignty
429 deaths

China Iran Guangdong China

Italy ; 66 deaths
p Korea, South Henan China
Iran
55 deaths

Korea, South NFRLCA Spain Zhejiang China

France 48 deaths
France France Italy

Spain 30 deaths
Germany Washington US Hunan China

22 deaths
Henan China Anhui China

us
Norway 16 deaths
Cruise Ship Japan A
Switzerland
NETET!
Denmark

Netherlands

Sweden
ANTARCTICA
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Threat: Ransomware

1wNyr6 LC xE2fSthUGPtHfuovT7uBt

After paymant send ema|I to : RASOM20 ':ecmall pro
Insertulwessage.transactlonrd -Pc Name - Username

et i

20 © 2020 HUB International Limited.

-‘yptln@ yowr

ten rU r blocked on several

encryption algoril
les, you must do the followi
Bitcoin sL‘:t DC1q6ryyex33)xgro46u3jyr
Bi1tcoin

coronnVLBCLL%;r tonmail.ch and tel

Bitcolin transaction generated or Bitco
fou get 1in your | ]
ind software to ur
yptor of your
US presidential elections

- ""\0 L o = a3 17.. T,
11 hiC 1ntras! [Walit to paymen
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Ways to Protect Against Computer Viruses

Use a 3-2-1 backup strategy and use it regularly
Keep all computers and software up to date and use anti-virus software
Remove local administrator privileges on company-owned devices
At home, never work or browse as a sysadmin. Use two accounts

Remote Desktop Protocol is not a VPN. Do not access a corporate network.
If you need remote access use a secure solution

Managed Detection and Response (MDR) is effective against malware
and ransomware. It combines tools to monitor computers with IT
security experts that respond to malicious activity

21 © 2020 HUB International Limited. o HUB ‘ SPEART]PG
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Threat: Remote Desktop Connections

TOTAL RESLILTS

| Remote Desktop 3,440,738
_ Connection

TOP COUNTRIES

General | Display | Local Resources | Programs | Experience | Advanced
Logon settings
‘B | Enterthe name of the remote computer.
A
~ Computer: |E:E|mple: computer fabrikam .com W |
lzer name: | | i
nited States 1,141,245
The computer name figld is blank. Enter a full remote computer China §83,819
Mame. Hong Kong 392 564
Germany 110,620
Erazil 101,325
Connection settings
Save the cument connection settings to an RDP file or open a TR ORGAN R ATIONS
l saved connection.
Google Cloud 443 187
| Save | | Save As... | | Cpen... Tencent cloud computing 196,239
Amazon.com 161,256
Microsoft Azure 121,251
() Incapsula 102,418

[ Hide Options

Sources: Microsoft and Avast

23 © 2020 HUB International Limited. o HUB ‘ SPE ARTIP.



Threat: Applications

. 3076 3/08/201310:14 PM  File folder

. 3082 3/08/201310:14 PM  File folder

., Graphics 3/08/201310:14 PM  File folder
8] Setup 14,/05/2013 8:58 PM  Application 18 KB
||E| SetupUtility 14/05/2013 8:53 PM  Application 98 KB
%) SetupEngine.dll 14,/05/2013 8:59 PM  Application extens... 792 KB
%) SetupUidll 14/05/2013 8:58 PM  Application extens... 290 KB
|%| sgmapi.dll 14/05/2013 8:53 PM  Application extens... 192 KB
% header 14/05/2013 9:26 PM__ BMP File 4 KB

Microsoft Office Word 2020 restored:
This document was created in last version of Word Application
To view full content please, click “"Enable Editing”, "Enable Content"

24 © 2020 HUB International Limited. S(oemufegﬁ@ﬂﬁ?lpo



Threat: Mobile

for android users: to get real-time number of coronavirus cases based on your GPS location please download the mobile app version of the website and enable "accurate
reporting” for best experience

United States Coronavirus (COVID-19) Tracker

© £ coronaviruscovid9-information.com

enling your suggestor

CORONAVIRUS (COVID-19)

Infection Map (
Ty, we couldn't accurately determine your location. Please try reloading the page, or interact with the map manually instead
my i
f [~
W i
; ays To Get Rid
~ =3
‘ Of Coronavirus
l Download The Form Below That Saves Lives For This Great
Epidemic That Is Spread All Over The World

Nationwide Live Data (refresh for updates)

805

Cases by Location (1

25 © 2020 HUB International Limited.

es & Deaths

h Y
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Google play
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Threat: Mobile

Q ¥nma3ss

YOUR PHONE IS ENCRYPTED: YOU HAVE 48 HOURS TO PAY 1008 in BITCOIN OR
EVERYTHING WILL BE ERASED

1. What will be deleted? your contacts, your pictures and videos, all social media
accounts will be leaked publicly and the phone memory will be completely
erased

2. How to save it? you need a decryption code that will disarm the app and
unlock your data back as it was before

3. How to get the decryption code? you need to send the 1008 in bitcoin to the
adress below, click the button below to see the code

NOTE: YOUR GPS IS WATCHED AND YOUR LOCATION IS KNOWN, IF YOU TRY
ANYTHING STUPID YOUR PHONE WILL BE AUTOMATICALLY ERASED

e

enter decryption code

ETrojans ®mViruses mOther

26 © 2020 HUB International Limited. o HUB ‘ SPEARTIPG



Threat: Conferencing

War Dialing Encryption

Routing Tracking Vulnerabilities

27 © 2020 HUB International Limited. o HUB ‘ SPEART[PW



Ways to Protect Against Various Platform Threats

Educate users on where to download legitimate apps
Users should only use the Google Play and IOS app store
Make sure your Android device has a passcode
Do not allow children to use mobiles unsupervised
Consider using a mobile-device manager

Never jail break a phone

28 © 2020 HUB International Limited. o HUB ‘ SPEART]PG
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Threat: Extortion

From: NN i

Date: March 26, 2020 at 1:06:42 PM GMT+8

To: " >
Subject: | can infect you with COVID-19

| know everything little secret about your life.
To prove my point, that is why i am sending you this email from your system using your email account.

| am aware of your whereabouts, what you eat, with whom you talk to, every little thing you do gveryday.

What am i capable of doing?

If i want, i could infect You and your whole family with the Corona Virus (COVID-19).
Reveal all your secretes, There are countless things i can do.

What should you do?
transfer the amount of $500 to my bitcoin address (if you do not know how to do this, write to Google: "Buy Bitcoin” or https://www.coinmama.com).

My bitcoin address (BTC Wallet) is: 1HEGXH9pZwYCnxf2PQCvyKzB2JzairA82W

After receiving the payment, you will never hear me again.

1 give you 72 hours (NOT more than 3 days) to pay, failure to do this, | will infect YOU and every member of your family with the Corona Virus (COVID-19).
no matter how smart you are, and believe me, i will completely ruin your life.

| have a notification reading this letter, and the timer will start to work when you see this letter.
Don't waste your time replying this email because it was sent from your system and email account.

Jf I find out that you have shared this message with someone else or try to report this, Then YOU and every member of your family will be infected with the Corona Virus (COVID-19).

30 © 2020 HUB International Limited. Sourees rendier o HUB ‘ Sl)EAIQT‘llDG




Threat: Fraud

Coronavirus Masks N95 Authentic 3M Respirators

Reply 1o this toplo
PREMIUM TOILET PAPER | MADE IN GERMANY | 384 layer ones available!i| Showing all posts -

[T

PREMIUM TOILET PAPER MADE IN GERMANY

7™ Start Contract

31 © 2020 HUB International Limited. o HUB ‘ SPEART[PW



Threat: Misinformation Campaigns

Bioweapon Blame 5G Cell Towers

Quinine Caffeine

32 © 2020 HUB International Limited. o HUB ‘ SPEART[PW



Case Study: Selling Access to Your Network

o000 nNpoAam AOCTYN XOCTUHI |  TPAcToB cwa
r ueHal '

|Jabb.im xab
=B /INYKY HE OTBeYalo NI0AAM Ha aHrN A3blKe He OTBeYalD, NAAM KOTOPbIE UCNONb3YIOT NEPEeBOAYMK He oTBevaro BNok=

Paid registration

01 Edited 16 hours ago by network .,
Joined Jindows PowerShell
B ouot opyright (C)> 20809 Microsoft Corporation. All r»ights reserved.
uote

Activity PS C:\> nltest /domain_trusts
KW : ist of domain trusts:

Approximate Translation

‘I don’t answer in PM, | don’t answer people in English, | don’t answer the block for people who
use the translator”

33 © 2020 HUB International Limited. o HUB ‘ SPEARTIPG



Ways to Protect Against Personal Threats

Never re-use passwords. Use a password manager to
remember long and complex passwords or phrases

Avoid watering-hole websites that infect with malware:
gaming, porno, MP3 rippers, free software, free anything for that matter

Harden the web browsers so that they are not so easily hijacked
by javascript and consider a filtering plug-in that kills bad sites

Look out for the six P’s of fraudsters:
1) Place, 2) Prescriptions, 3) Promises, 4) Price, 5) Privacy, 6) Product

Double check inflammatory or “miraculous” content with experts
or fact checkers. Remember: big claims require bigger evidence
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How Businesses Can Secure Data

User Awareness
> No longer focused on just phishing emails Change Control

> Educate your users on best practices

Strong Credentials Incident Identification
with Multifactor Considerations

IT Support for

Personal Devices Endpoint Visibility
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Business Data Security Checklist

37

Passwords are weak. Use multi-factor 0 Enhance monitoring for detection

authentication of abnormal activity

Issue preconfigured company laptops g Train and test your workforce on
and mobiles privacy, phishing, and social
Equip equipment with a security suite engineering

of tools

0 Don’t rely on people. Filter mail.
Back-up data using the 3-2-1 rule: Harden endpoints
three copies in two with one off-site

Limit VPN access and force
renewed logins periodically

© 2020 HUB International Limited. o HUB ‘ SPEARTIPG



Business Data Security Checklist

0 Educate employees on coronavirus a Crisis and IR plans need to be
scams executable by a remote workforce
O Make it easy for workers to check or O Use remote collaboration, conference
report problems and get assistance bridges, and messaging tools so a
dispersed team can work and respond
to problems

38 © 2020 HUB International Limited. o HUB ‘ SPEARTIPG



Employee Data Security Checklist

O Use company equipment; avoid home 0 Avoid free, public Wi-Fi. Use
machines enterprise VPN servers to connect to

_ _ work networks
O If using own machines, update and

patch wares. Make close as possible 2 Where secure connectivity is doubtful,
to office standards use encrypted email or encrypted file

_ storage sites
0 Use company security wares, follow

data protection policies, avoid 2 Change the admin passwords on your
personal browsing on sensitive WiFi router. Turn on WPA encryption.
machines Split the network to isolate yourself;

e.g. guest net or VLAN
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Employee Data Security Checklist

O Create two user accounts: onIy use

40

the super-user account for installs;
work from a personal account with
limited privileges

Never reuse a password. Use a
password manager to generate and
store long and unique passwords

Online bank from a dedicate machine
or a Linux distro

© 2020 HUB International Limited.
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Have a personal backup solution that
uses 3-2-1

Routinely scan your network to identify
all connected devices

Routinely scan your computers for
malware and adware

Lock down the browser against
javascript and malicious IP addresses

Be wary of scams
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Revise Company Data & Device Policies

41

© 2020 HUB International Limited.

BYOD Policy for Insurance
VPNs | Storage | Devices

Work From Home Policy
Hours | Acceptable Use | Devices | Security

Business Continuity and Disaster Recovery Plans

Incidence-response and Crisis Plans
Done remotely?

Insurance Requires Two Phone Calls
Claims and Coach
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Resources

1)

2)

3)
4)
5)
6)

7)

COVID-19 Security Resource Library

Security for Enterprise Telework, Remote Access, and Bring Your Own Device

(BYOD) Solutions

SANS Security Awareness Guide — Securely Working at Home

CISA guidance for defending against COVID-19 cyber scams

NCSC dealing with suspicious emails and messaqges

NCSC guidance on home working

IAPP BYOD Policy Template

© 2020 HUB International Limited.
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https://staysafeonline.org/covid-19-security-resource-library/
https://staysafeonline.org/covid-19-security-resource-library/
https://staysafeonline.org/covid-19-security-resource-library/
https://csrc.nist.gov/CSRC/media/Publications/Shared/documents/itl-bulletin/itlbul2020-03.pdf
https://csrc.nist.gov/CSRC/media/Publications/Shared/documents/itl-bulletin/itlbul2020-03.pdf
https://security-awareness.sans.org/sites/default/files/2020-03/01-SSA-WorkingFromHome-DeploymentGuide_0.pdf
https://security-awareness.sans.org/sites/default/files/2020-03/01-SSA-WorkingFromHome-DeploymentGuide_0.pdf
https://security-awareness.sans.org/sites/default/files/2020-03/01-SSA-WorkingFromHome-DeploymentGuide_0.pdf
https://security-awareness.sans.org/sites/default/files/2020-03/01-SSA-WorkingFromHome-DeploymentGuide_0.pdf
https://www.us-cert.gov/ncas/current-activity/2020/03/06/defending-against-covid-19-cyber-scams
https://www.us-cert.gov/ncas/current-activity/2020/03/06/defending-against-covid-19-cyber-scams
https://www.us-cert.gov/ncas/current-activity/2020/03/06/defending-against-covid-19-cyber-scams
https://www.ncsc.gov.uk/guidance/suspicious-email-actions
https://www.ncsc.gov.uk/guidance/home-working
https://iapp.org/resources/article/byod-policy-template/

Be prepared.
Know how to respond.

Visit HUB’s Coronavirus Resource Center at
hubinternational.com
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